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Abstract

The purpose of this academic article is to study and analyze the application of
Buddhist principles in addressing online threats. It is found that digital threats in the present
era have become increasingly complex and diverse in line with technological advancements.
These threats are designed to deceive or attack targets, constituting a modern form of crime
known as cybercrime. Buddhist teachings encourage individuals to apply wisdom and critical

)

thinking, as exemplified in the Kesamutti Sutta or “Kalama Sutta,” which advises against
believing in things too readily. This principle can be effectively applied to digital threats by

fostering mindfulness and discernment toward the vast flow of information, thereby
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preventing people from believing things uncritically. In this regard, the teaching of
Buddhadasa Bhikkhu on the “Three Prey of the World” (Three Ks: food, sex, and fame) is
also relevant. Cyber attackers often exploit human desires such as entertainment, sexual
gratification, and the pursuit of prestige as tools of deception. Building immunity through
Buddhist principles, therefore, goes beyond mere reliance on technological defenses.
Buddhist teachings emphasize living in the present moment and being aware of one’s
emotions. Furthermore, the principle of Dependent Origination (Paticcasamuppada) teaches
that all phenomena arise from causes and conditions, and do not exist independently.
Applying this view, technological threats can be understood as not arising in isolation but as
the result of interconnected causes, producing chain reactions of consequences.
Understanding the causes and effects of such threats can thus lead to more effective

prevention and response.

Keywords: 1. Applying principles; 2. Buddhist; 3. Online Threats
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